
Cracking the Mobile Biometric Conundrum: 
Assess, Educate and Deploy

Getting Mobile Biometrics Right
Mastercard and the University of Oxford have developed The Five Factor Framework 
to help banks understand and successfully deploy mobile biometrics. 

Yet knowledge gaps are slowing adoption 

of decision makers involved 
in implementing mobile 
biometrics say they have 
adequate experience

The demand for mobile biometric technologies is undeniable 

Consumers are excited and looking to adopt... 

prefer biometrics 
to passwords

And banks are equally enthusiastic

want to adopt 
biometric technology

Interoperability
Future-proof your solution 

to work with a range 
of devices, use cases 

and methods (face, iris, 
voice, etc.)

Privacy
Use cutting edge protection 

technologies to preserve 
confidentiality and anonymity 

even within an 
authentication system

Usability
Design a user experience that 

conveys trust and security 
while being easy enough 

to delight even the 
technophobes

Performance
Create frictionless, yet secure 

biometric solutions by combining 
low algorithmic error rates with 
a second factor of device ID for 

a multi-layered solution

Security
Minimize your risk by encrypting 

biometric templates and 
ensuring they never leave

 the user’s device

The Five Factor 
Framework
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